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With the development of multi-view sensors and data storage technology, the dimension
and complexity of the acquired data is getting higher. Processing these data by traditional
methods will not only increase the burden on the computer, but also reduce the efficiency of
data processing.How to efficiently process these data is a vital problem to be solved. Tensor is
the generalization of matrix and vector, which can naturally represent high-order relations and
objects of the data. In recent years, tensor methods have become powerful tools to process
high-dimensional data. Numerous applications of tensor methods have been applied in signal
processing, machine learning, data mining,etc.

Among the tensor methods, tensor decomposition is one of the most important and funda-
mental tools, which is to decompose a tensor into a set of latent factors of low dimensionality.
The latent factors are powerful to reveal the latent feature of the data and represent the data
in a highly compressive way. CANDECOMP/PARAFAC decomposition (CPD) and Tucker
decomposition (TKD) are the most classical tensor decomposition models which have been
studied for over a century. In recent years, TT decomposition has been proposed. Compared
with traditional CP decomposition and Tucker decomposition, TT decomposition has good
calculation convenience.

The research is focusing on tensor decomposition algorithms and application to image
processing. The the main contribution is to propose various algorithms to increase the
efficiency and performance of data processing via tensor method. Firstly, aiming at the
problem of data recovery, imposing tensor train (TT) and total variation (TV) constraint on
data completion can produce impressive performance, we propose a new approach to solve
TT-TV model. The nuclear norm regularization on TT-ranks is introduced in our method
and our solution does not need to initialize and update tensor cores. Secondly, we choose
black-box attack as another research object as machine learning(ML) models are playing
an increasingly important role in daily life. The method decompose the original image by
Tensor Singular Value decomposition(t-SVD), the noise tensor is either add or subtract it to
the Singular value tensor. We demonstrate the efficacy and efficiency of the proposed method
by fooling some widely used neural networks including Google Cloud Vision API. The work
in the thesis has enriched the theoretical study and applications of tensor, which contribute to

the tensor methodology and will be a good reference in the research and industry fields.
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Chapter 1

Introduction

1.1 Background

Both matrices and vectors can be considered as tensors. Vectors are one-dimensional tensors,
matrices are tensors with 2 dimensions. When the number of dimension is more than 3, we
call it the high-dimensional tensor. Color images, videos, and the multi-channel electroen-
cephalogram are tensors. Grey image is a 2-dimensional data(height X width), colourful
image is a 3-dimensional data(height X widthx RGB channel), video is a 4-dimensional
data(height x width X RGB channel x time) and electroencephalography (EEG) signals is a
3-dimensional data(magnitude X trails X time). How to process these high-dimensional data
becomes a vital problem for us. The traditional methods usually transform tensor to matrices
or vectors, but it will lead to spatial redundancy and less efficient factorization.

Tensor can keep the original high-order data form, and it can maintain more spatial
information in data processing [1]. With the rapid development of computer communication
and network technology, it is necessary to store, process, and analyze the data with a larger
scale, higher-dimensional, and more complex structure. Among the various tensor methods,
tensor decomposition is the most important tools of them. The purpose of tensor decomposition
is to find the latent factors of the data (i.e. the generalization of multi-dimensional arrays),
to represent a high-dimensional data by a series of low-dimensional data. The decomposed
factors can also be considered as latent features of the original data. There are some types of
tensor decomposition and they have different specific form and operations among latent low-
dimensional tensors. Some of these decomposition models are widely applied in different fields
such as machine learning [2—4] and signal processing [5,6]. Tucker decomposition (TKD) and
CANDECOMP/PARAFAC decomposition (CPD) are classical tensor decomposition models,
which have been studied for nearly half a century [1,7, 8]. In recent years, Tensor Train(TT)

decomposition has been proposed. Compared to traditional CP decomposition and Tucker
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decomposition, TT decomposition has good calculation convenience, and it scales linearly to
the tensor order.

The thesis is studying on image processing by tensor method. With the development
of internet and sensor technology, many industries enjoys the convenience of high-quality
of images and videos. For example internet shopping, urban traffic management, social
networks, and intelligent production. Our purpose is to process these high-quality and high-
dimensional data efficiently. Chapter 1 firstly introduces the contributions of this thesis. Then
the background of tensor, some basic tensor decomposition models and the tensor completion
method we utilized in our research. In Chapter 2, We will introduce these methods in detail
which is applied in our research, including tensor train decomposition model, tensor train(TT)
rank, tensor singular value decomposition, and some representation of tensor calculation. in
Chapter 3, we present a new method to minimize TT rank with a total variation model, and
visual data tensorization (VDT) is introduced in this paper to reshape the magnetic resonance
imaging(MRI) data to enhance the performance of the proposed algorithm. In Chapter 4,
we propose a simple and effective black-box attack method. The original image is divided
into two orthogonal tensors and one rectangular diagonal tensor by Tensor Singular Value
decomposition(t-SVD). Chapter 5 provides the overall conclusion of the thesis and our future

work.

1.2 Summary of contributions

1.2.1 TT rank with TV for MRI data reconstruction

As a common medical diagnostic method, magnetic resonance imaging (MRI) is wildly
applied to hospitals for patients. MRI utilizes magnetic resonance to obtain electromagnetic
signals, thus forming the images of body’s physiological process, and it is applicable to almost
all kinds of diseases, including tumor, inflammation, and trauma. However, the drawback of
applying MRI diagnosis is the long the scanning time, and the whole progress may last from
more than ten minutes to even an hour. Therefore, patients have to stay completely still during
the scan process, which is difficult to diagnose some patients who do not cooperate such as
children or babies. If the whole process can be finished in a shorter time, the latency time for
patients will be reduce, thereby improving the efficiency of hospitals. So it is necessary to
propose a method to reconstruct MRI images in a shorter time [9, 10].

Data completion methods have been applied in MRI to decrease data acquisition time

and remove the artifacts in the image. We can reconstruct the unsampled MRI data by
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observing the sampled experimental data through some mathematical tools such as parametric
modeling and phase constraint [11]. By analyzing the relationship of acquired data through this
method, the unknown data can be predicted and sampling time can be reduced as well. Phase
constrained completion is a common data reconstruction method. Firstly, it transforms the data
by Fourier transform and then reconstructs the data by Fourier symmetry of phase information.
LORAKS [12] proposed a phase constraint based on single-channel MRI data completion and
analyze the relationship between phase constraints in partial Fourier reconstruction by data
reconstruction. These methods are based on the matrix structure. It is proved that the tensor is
an attractive and promising tool for the representation and processing of MRI data [5]. In our
method, we process MRI data by applying the tensor method which can capture more inner
structure information.

In research, the model by imposing the low-rank minimization has been proved to be
effective for magnetic resonance imaging (MRI) completion. Recent studies have also shown
that imposing tensor train (TT) and total variation (TV) constraint on tensor completion
can produce impressive performance, the lower TT-rank minimization constraint can be
represented as the guarantee for global constraint, while the total variation as the guarantee
for regional constraint. In our solution, a new approach is utilized to solve TT-TV model. In
contrast with imposing the alternating linear scheme, nuclear norm regularization on TT-ranks
is introduced in our method as it is an effective surrogate for rank optimization and our solution
does not need to initialize and update tensor cores. By applying alternating direction method
of multipliers (ADMM), the optimization model is disassembled into some sub-problems,
singular value thresholding can be used as the solution to the first sub-problem and soft
thresholding can be used as the solution to the second sub-problem. The new optimization
algorithm ensures the effectiveness of data recovery. In addition, a new method is introduced
to reshape the MRI data to a higher-dimensional tensor, so as to enhance the performance of
data completion. Furthermore, the method is compared with some other methods including
tensor reconstruction methods and a matrix reconstruction method. It is concluded that the
proposed method has a better recovery accuracy than others in MRI data according to the

experiment results.

1.2.2 Black-box adversarial attack by T-svd

Machine learning(ML) plays an essential role in our daily life and ML classifiers are used
in many fields to do the work of classification. For instance, a credit card fraud detector is a

classifier taking the user’s credit card transactions as inputs and identify which transactions
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are performed by the user and which are not. However, the safety of the model becomes an
important topic for consideration. Adversarial attacks is to add a small perturbation to the
input to misclassify the result and it is proved that the output of neural networks can be affected
by small perturbation [13] [14]. There are two kinds of adversarial attacks, the white-box
technology requires the attacker to know complete information about the target model, but
there is no such restriction on black-box technology and it modified the perturbation according
to the output of the previous query [15].

It seems that the output of most image classification models can be changed by white-
box attacks [16] and the result indicates that after learning by ML classifiers, these image
data are going to be close to decision boundaries. The white-box attack is an effective
method to attack the target model because the attacker possesses the model’s information,
including its parameter values setting and training methods, etc. The white-box attack can
be guided effectively with gradient descent [13] [17] and tend to have high query efficiency
than black-box attack(the search for successful ResNet/ImageNet attacks require on the order
of 10* — 10° queries). but in most scenarios, it is impossible to acquire the information of
the model. Hence black-box attack is more applicable for attackers [18] [19]. The number
of queries is a vital indicator of the efficiency of the attack algorithm. A low number of
queries means less money and time costs for adversarial attacks. It is necessary to propose a
query-efficient black-box attacks method.

Unlike the white-box attack, the black-box attack is practical to construct the adversarial
images. In this research, the proposed method utilizes the following simple iterative principle:
we decompose the original image by Tensor Singular Value decomposition(t-SVD), the noise
tensor is randomly picked from pre-specified set and then either add or subtract it to the
Singular value tensor which is a rectangular diagonal data and its size is same as the original
image but with much fewer value, therefore our method significantly reduces the query cost.
From the experiment result, We demonstrate the efficacy and efficiency of the proposed

method by fooling some widely used neural networks including Google Cloud Vision API.



Chapter 2

Tensor decomposition models

2.1 Tensor preliminaries

2.1.1 Notations

Notations in [1] are adopted in this thesis. A scalar is denoted by a normal lowercase/uppercase
letter, e.g., x, X € IR, a vector is denoted by a boldface lowercase letter, e.g., x € R!, a matrix
is denoted by a boldface capital letter, e.g., X € R'*/, a tensor of order N > 3 is denoted by
an Euler script letter, e.g., X € RIh*2xxIv,

In addition, the Frobenius norm of X" can be represented by || X ||, = /(X, X), and
(X, X) represents inner product. The nuclear norm of X can be represented by || X||. and
it is the sum of singular values of X. A tensor X € RI*%2X*IN and its element can be

represented by X with index (i, 2, ...,in). Moreover, we are going to introduce

i1 2N
two kinds of tensor unfolding methods in our paper. One is the standard mode-n unfolding
[1], which is represented as X(,,) € RI<heInaluiiIN - and another mode-n unfolding is

represented as X[, € R D In

2.1.2 CP decomposition and Tucker decomposition

CP decomposition. CPD decomposes a tensor into a sum of rank-one tensors. For a tensor

X € RIixbxxIn it decomposes the tensor as follows:

R
x=YiY%odo...a", @.1)
r=1
where o is the out product, and A(") = [a’g”), Zz’é”), ., Zz’%”)] is the CP factors.

Tucker decomposition. Tucker decomposition approximates a tensor by a core tensor and
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several factor matrices as follow:
X =0x1 AU x, A® x ... x, A, (2.2)
where G is the core tensor, and [A] are the factor matrices.

2.1.3 Tensor train decomposition

Tensor train decomposition (TTD) is to decompose a tensor into a sequence of two matrices
and N — 2 order-three core tensors (factor tensors): G(l), Q(z) PRI GW). The relation
between the approximated tensor X € R1*2%*IN and core tensors can be expressed as
follow:

X =<GW g? ... gN) > 2.3)

where forn = 1,--- , N, g("> € RRw1xIxRu 'R0 = Ry = 1, and the notation < - >
is the operation to transform the core tensors to the approximated tensor. G ¢ RhxR
and GIN) € RRv-1%IN are two matrices in the first and the last positions. The sequence
Rog, Ry, -+, Ry is named TT-rank which limits the size of every core tensor. Furthermore,
the (i1, ip, - - - ,in)th element of tensor X can be represented by the multiple product of the

corresponding mode-2 slices of the core tensors as:

e
Xiyig-iny = H Gin , 2.4)
n=1
where g}ll),Gfll) S ,gf}i\]) is the sequence of slices from each core tensor. For n =

1,2,---,N, Gl(n") € RR»—1%Ru i5 the mode-2 slice extracted from G (1) according to each
(N)

mode of the element index of X; ;,...;\ g(l) € R and 8, € RRN-1 are extracted from first

i
core tensor and last core tensor, they are considered as two order-one matrices for overall

expression convenience.

2.1.4 Tensor Singular value decomposition

For a 3-dimensional tensor, in order to keep its adjacent structure information for data, we
introduce the tensor method to process the image data [20] [21]. Tensor methods have been
applied more and more widely in the field of image processing. In the paper, the t-product * is
introduced to tensor calculation. The t-product of A € R™*™*" and B € R"2*"*"3 jg a

tensor C € R™M*™*" jg ojven by:
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C = Ax B = Fold(Circ(.A) x Vec(B)), (2.5)

where Fold() is an operation that takes Vec([3) into tensor B and it can be described as:

B
B(2)
Vee(B) = (2.6)
B(1)
and Cire() is described as:
[ 40 g(m3) Alm=1) 42)]
A AW gma) e A®)

Circ(A) = |~ ' ‘ ‘ ' 2.7)







Chapter 3

TT rank with TV for MRI data

reconstruction

3.1 Preliminaries

3.1.1 Proposed method introduction

In this research, we present a new method to minimize tensor train(TT) rank with total variation
model. TT rank is a well-known tensor rank, and it constitutes of ranks of matrices formed by a
well-balanced matricization method to reshapes the tensor to matrix along with each mode. TT
rank appears in physical experiments [22], and it is applied to quantum dynamics simulation
experiments [23,24]. Low TT rank can also be applied to the compression of big data by
singular value decomposition [25,26]. The alternating least squares (ALS) is a satisfactory
solution to tensor completion [27,28]. The low TT rank tensor is applied in implementing
the steepest descent iteration to solve large-scale least squares problems [29, 30]. Bengua
et al. [31] proposed an approach to tensor completion by minimizing a nuclear norm on TT
rank. Previous studies reveal that the method by imposing TT rank has good performance
in processing tensor data. Total variation (TV) [32] is a guaranteed norm regularization to
encourage piece-wise smoothness, and has been used to solve many visual data problems. A
tensor completion model combined with Tucker rank and TV is proposed in [33, 34], and the
result shows its performance in visual data completion and also analyzes the expansion under
noisy observation. A low-rank smooth PARAFAC decomposition method that considers TV
and quadratic variation (QV) is proposed in [35]. Another completion model, which combined
TT rank with TV is proposed in [36] by assuming tensor train structures in the underlying
regression model. This model is rephrased as a regression task and uses the alternating
linear scheme to update tensor train cores, but the result also shows that ADMM-TV method

performs better than this method in RSE and PSNR scores.
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In our method, we introduce nuclear norm regularization on TT rank which is the most
effective surrogate for rank optimization for the global data structure. Meanwhile, we choose
anisotropic TV as another regularization term, as anisotropic TV performs well in our model
according to experimental results. VDT is introduced in this paper to reshape the MRI data
to enhance the performance of the proposed algorithm. Based on the proposed optimization
method, we divide the optimization problem into a series of sub-problems and then solve each
problem. The results show that our method takes advantages in relative standard error (RSE),
peak signal-to-noise ratio (PSNR), and structural similarity index (SSIM). It also concludes
that our method achieves better accuracy compared with other methods based on the low-rank

constraint.

3.1.2 Previous work about total variation and tensor completion

The formulation of total variation [37] can be denoted by:
IXllrv—a = [[ViX[l1 + [[VoX]1, (3.1)

where || X||Tv_4 is the representation of anisotropic total variation, V;, X is the horizontal

difference operator and VX is the vertical difference operator, and they can be written as:

VX = vec(Xy), Vo X = vec(Xy), (3.2)

where Xo = X(i, 11,i,) = X(i,i)» Xn = X(iy,i+1) — X(i,,i)- The tensor completion is basically

i1,z
evolved from the matrix completing. The goal is to complete its lost parts from partially
known entries of an incomplete matrix X € IR™*". We can apply the matrix-rank optimization

model to solve this problem:
mxin Rank(X) s.t. Po(X) = Pa(T), (3.3)

where T is observed data, and Q) is the subaggregate of partially known entries and P (T)
represents the observed entries. The matrix X with missing data can be recovered by assuming
that the matrix has the low-rank structure. For example, the vector (A1, A2, ..., Ayin(mn)) of
the singular values A; is as sparse as possible. The completion accuracy of X can be influenced
by the sparsity of (Aq, Ay, .. .,/\min(m,n)), because of its nature of the function, moreover,
function (3) is an NP-hard problem. It is proved that matrix nuclear norm is an effective

convex surrogate to solve rank minimization function, and the matrix completion can also be
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reformulated as:
mxin IIX]|« s.t. Pa(X) = Pa(T). (3.4)

In addition, the total variation is a classical model for image restoration, it is a guarantee for
regional data structure, which is the important information for image completion. So a new

model based on low rank and the total variation is proposed [38], and its formulation is:
min (1 —¢) X[« + ¢ [X[lLrv st Pa(X) = Pa(T), (3.5)

where ¢ is a trade-off parameter, and its value is between 0 and 1, then we choose anisotropic

TV as optimization norm, the optimization can be written as:

IX[lerv =Y, (Xo(ir, 2)* + X (i1, 12)%). (3.6)

Alternating direction method of multipliers (ADMM) [39] is introduced to solve the problem
(5). In fact, in some practical experiments, the processed data is larger than 3 dimensions.
Therefore it is necessary to reshape the data from high order tensor to the matrix. However, at
the same time, it will lead to performance loss, because some high-order space information is
lost during the data conversion.

Tensor completion is similar to matrix completion. Recover a tensor X' € RI1>*2xxIn

from its known data with a subset () can be written as:
rr};n Rank(X') s.t. Po(X) = Pa(T), (3.7)

Rank (') represents the rank of X. Po(X) = Po(7T) means X;, ... ;) = T

(i1,- -+ ,in) € Q. CP ranks and Tucker ranks can also be applied to this optimization

and

N) 17 AN)

model [40]. Tucker rank minimization model can be written as :

r)r(lin ZnN:1 an Rank (X)) s.t. Po(X) = Pa(T), (3.8)
(1)

where «,, are the elements with 2111\]:1 a, = 1. It can be reformulate as:

min} 0w Xl st Pa(X) = Pa(T), (3.9)
(n)
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X(n) is denoted as the mode-n unfolding matrix of tensor X'. The high accuracy low-rank tensor
completion (HaLRTC) is applied to solve model (9) by adding an equation constraint [40].

There is another method for LRTC problem (8), which is based on TT rank optimization
[31]. It can be written as:

. N-1
min ay Zn:1 Rank|| X[,y ||« s.t. Po(X) = Pa(T), (3.10)
[n]

where ;, represents the parameter of matrix X, which denoted as the mode-n unfolding
matrix X, and its condition is ZnNz_ll a,, = 1. The TT rank obtains the relationship between n
modes and the other modes. Hence (Rank (X)), Rank(Xy), - -+, Rank(X[y))) guarantees
a satisfactory way to obtain the global structure of the data. However, it is difficult to find a

solution to the problem (10). At last, the problem is based on TT nuclear norm, and it can be

written as:
. N-1
rr}%nznzl an [ Xplls - .t Pa(X) = Po(T). (3.11)

3.1.3 Simple low rank tensor completion combined with TT rank

To address the problem (11) it can be converted to the following problem:

. N-1
}Vnﬁl Zn:l &n HM”H* + :B”/Z Hx[n] - Mn“%
o (3.12)

s.t. PQ(X) = PQ(T),

where By are a series of positive parameters, and problem (12) is applied on block coordinate
descent (BCD) which is a generalization of coordinate descent. The method decomposes the
variables into two groups. The first one involves the unfolding matrices M1, My, ..., M(n_1)
and the other variable is X', The M,, can be obtained by solving the following optimization

problem:

min o [ M|+ B /2 ([ X — M7
" (3.13)
s.t. Pa(X) = Pa(T),

the X[, is fixed and the optimal solution for (13) has another expression [41], it can be

represented as:

Mn - D/)/n(x[n}), (3.14)
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where D,,,, = g—z and DW(XM) represents the thresholding SVD of X,. In addition, if the
SVD of X[, = UAVT | it can be written as:

Do (X)) = UM VT, (3.15)

where A, = diag(max(A; — v,,0)). When the M,, is obtained, the tensor X’ can be

computed by another equation, which can be written as:

2111\]:1 ;BHfOZd<Mn) . .
( )il,...,iN/ (l seeesl ) g Q/
X, = Yh1 Ba vl (3.16)

tiy,..ins (11, -+, iN) € QL

This algorithm can be named as simple low-rank tensor completion based on tensor train
(SiLRTC-TT) [40]. The convergence condition will be satisfied when the difference value

between two consecutive recovered data is small than a given value.

3.2 Proposed method

In the third part, we are going to introduce the model, which combines TT rank and total

variation, and it can be denoted as:
n:\i{n aTk(x) + TV (x) s.t. Po(X) = Po(T), (3.17)

where ¢ is the parameter, and k(x) = [kq,ka, ..., kn] is the TT ranks. a(x) = [a1, a2, ..., aN]
is denoted as the TT rank which condition is ZnNzl «, = 1, anisotropic TV is chosen as TV
norm. 7 is the observed tensor, and () is the subaggregate of partially known data in 7 .

The equation Pn(X') = Pn(7T) represents Xj, iy wheniy, ..., iy € Q. The TT

,,,,, in
ranks k(x) = [kq,k, ..., kn] are nonconvex in the objective function, and matrix nuclear
norms are applied to the optimization model as the convex surrogates, and the new convex
model can be written as:

. N-1
min) [ Xl + @ [1D(X) ]I,

s.t. Po(X) = Pa(T),

where X{,,) an be obtained by matricization of X. [|D(X’)||, is total variation based on data

X. In this method we choose anisotropic TV. We apply additional tensor variables ) and
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M which structure is similar to X to solve the optimization problem (18). Then the L is

introduced to denote the difference of the data, and the new formulation can be written as:

. —N-1
H;n2n21 [ X[l + @ [1£]]p

3.19
st.Po(X) =Po(T), M=X,Y=M,L=D(Y), oY
the problem (19) can be transformed to another form:
min 30w [ Xl @ Ll v — (A, M~
XY, MLA1AA;
R L R o N L,

(s, L= D)+ 2 JL-D)[}

s.t. Po(X) = Pa(T),

where A1, Ay, Az are the dual variables and B1, B2, B3 are positive parameters. We can achieve
a global optimization solution because it is a convex problem. Alternating direction method of
multiples (ADMM) is applied to solve this problem (20). By applying ADMM method, one
of the variables can be minimized along with the other variables are fixed. The (20) can be
split into some sub-problems:

The first one problem can be written as:

. N-1
rr;nznzl wn My [« = (A, M = X)+

. p (3.21)
1 2
BLIM= X[ — (80 Y — M)+ £2 1y - .
The problem (21) can be transformed into:
. N-1
min} & [ M|+ -
Bi+ B MABXA+BY — A (322)
= M- [
2 p1+ B2
Letting T = ,Bloil,BZ’ S = %,it can reformulated as:
. N-1 1
Hkﬁnz'ﬂ:l T M [l + 5 (M — Sullz, (3.23)

the MM can be obtained by optimizing the (23), and problem (23) is similar to (13) that can

be solved by the same method.
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The second problem can be represented as:

min—(As, Y — M) + P2 1y = m2
Y ; 2 (3.24)
~{A,L=D(Y)) + 3 [L-DY)],

the second function with ) is different. This problem can be solved by the following equation:

(B2l + BsD*D)Y = D(BsL — A3) + BaM + Ay, (3.25)

where D* is the adjoint of D. and D*D is changed into the Fourier domain and fast calculated.
Moreover, the off-the-shelf conjugates gradient method [42] is applied to solve the equation,

and the solution of ) can be denoted as:

. Ftn(S)
Y= s (Ffm(D D)) (326

where S = D(B3L — A3) + BsM + Ay. fftn is fast 3D Fourier transform, and if ftn is
fast 3D in-verse Fourier transform. Moreover, the computational cost can be decreased by
pre-computing the operator D* D that outside the main loop. The third problem can be written

as:
ming [Lry — (As, L~ D)) + 22 L - D)}, (3.27)

the problem can be transformed to another form as it is the anisotropic total variation:

. A
ming |[Lirv + £ L — (D) + 223, (28)
Bs
this problem can also be solved by:
A
L=sth(DY)+ 22,2, (3.29)

B3 B3

where sth is the soft thresholding, and it can be written as follows:

sth(x, ) = sgn(x)max(|x|) — 7,0). (3.30)



16 Chapter 3. TT rank with TV for MRI data reconstruction

The fourth problem is denoted as:
n)\;n(Al,M - X) +% IM — X||%s.t. Po(X) = Po(T). (3.31)

The problem (20) is the convex problem, and the objective function is smooth and differen-

tiable, and the tensor X is updated as:

A . .
(M=) (.. in) € O

Xi iy = A (3.32)
tiy,.ins (11, -+, iN) & QL

The last problem can be written as:

Jmin —(Ag, M = )+ EL M - 2 - (00,9 - M)
+% ”y_M”%—meL—D(y)H% IL=DO)|3 (3.33)

S.t. PQ(X) = PQ(T)

On the basis of ADMM, A1, A and Aj can be solved through following equation:

A1 :Al—,B1(M—X)
Ny = Ay — 52()7 — M) (3.34)

As = A3 — B3(L£ —7(X)),

and the parameter B = [B1, B2, B3] is solved by the below equation:

=1 70 > ozt
gt = Gl f T (3.35)

,B(t’l), otherwise,

where {1 = [[[(M) — (X)[, (V) = (M), IL = D(Y)|[]r in t-th iteration, 11 and 12
are scale parameters. The missing ratio of data determines the value of 7. The convergence
condition will be satisfied, when the relative error between two consecutive recovered data
is small than the given value, it can be denoted as (|| X ||z — | XD ||F) /|| XM ||F < e,
X (™) is the completed tensor in f — th iteration and ¢ is a given value. This algorithm can

ensure convergence of the global optimal solution.
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TABLE 3.1: Algorithm

TT low-rank completion with total variation

Input: A tensor X', which is going to be recovered, index (2,
vector B and ¢ is a small value for convergence condition and
iteration number K.

T
Initialization: Po = 7, B = ,0.01| , K =300,

[# 1
ITalle” 17allr
& = 107 6 other variables are set by experience.
Output: recovered tensor X

: update M by (23)

: update ) by (26)

: update L by (29)

: update X’ by (32)

: update A, Ap, Az via (34)

—_

AN W B W

: end while

3.3 Experiment and result

3.3.1 Experimental parameter selection

Three types of performance evaluation indicators on images are introduced to estimate the
accuracy of different methods. They are relative standard error (RSE), peak signal-to-noise
ratio (PSNR), and Structural similarity index measurement (SSIM). The RSE can be de-
fined as: RSE = %, where X is the completed data and A} is the original data.
The PSNR can be described as the error between two kinds data, and it can be written as
10log,,(MAX?/MSE), where MAX is the maximum value of the data. Mean squared
error (MSE) can be written as MSE = Y 'Y 1 ||X — X,||2/mn.SSIM is an index
which value is ranging from O to 1 to measure the similarity between two different images. It
compares luminance and contrast [43] from the regional patterns of pixel intensities, the higher
value of SSIM represents better recovering performance. Our experiments are conducting
on a computer with an Intel Core i7, 2.2 GHz CPU, and 16GB 1600 MHz DDR3 memory.
The experiment is based on MRI images by applying the proposed method, and RSE, SSIM,
and PSNR are used to estimate its performance. We are going to compare our methods with
some others: 1. ADMM-TYV [44]; 2. T-mac [45]; 3. TMac-TT method [31]; 4. SiLRTC-TT
method [31]; 5. PCLR method [46];6. TTC and TTC-TV method [36].
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3.3.2 MRI image with size 256 x 256 x 30

Coil-1
Coiln

Coil-N

FIGURE 3.1: MRI image.

In the experiment, we applied the proposed method for MRI(Fig. 1) with size 256 x 256 x 30
which can be downloaded from Figshare database. We randomly choose the missing ratio
from 40% to 90%. Visual Data Tensorization (VDT) method [47] is applied in our experiment,
and it is proved to be effective to improve the performance of tensor train method processing.
The VDT method reshapes a matrix with size 2! x 2 to a real ket of a Hilbert space, which is
generalized from the visual data compression and entanglement method [41]. It is also can
be described as developing from the KA augmentation [31]. It reshapes the original data to
higher-dimensional data by a specific transformation with spatial structure information. The
VDT operates as follows: there is a matrix with size U x V and the data can be reshaped
toul x u2--- x ul x vl x v2--- x vl, then permute the data and represents it by another
mode, which size is ulvl X u202 - - - x ulvl. The new tensor has the same elements as the
original data, but the element is arranged in another way. There is a close correspondence
between ul X v1 pixel block of the data and the first order of this reshaped tensor. Through
adopting the VDT method, the proposed method can effectively use the structural information
of data to obtain a better representation of low-rank tensor. The explanation of the VDT
method procedure is shown in Fig. 2. The MRI data is reshaped from 256 x 256 x 30 size to
a 17-order tensor, which size is 2 X 2 X - - - x 30, then reshape to a 9-order tensor by VDT

method with size 4 x 4 x --- x 30.
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FIGURE 3.2: The left figure is the application of VDT on a matrix. The right
figure is the operation on the MRI image.

Original Image MR 90% SiLRT-TT ADMM-TV Proposed

FIGURE 3.3: Figure from the first row to last row: the original MRI image

and MRI image with 90% missing data and recovered image with different

methods. The first row is based on a 6-coil image, the second and third row is
based on 15-coil and 24-coil.

Table 1 shows the different models of completion efficiency in terms of RSE and PSNR. For
the 6-coil, 15-coil, the 24-coil, and the whole coil of MRI data, the missing ratio ranges from
40% to 90% and the result indicates that our method consistently obtains better completion
results over all other methods. Compared TTC-TV with our method, although the algorithmic
complexity is reduced, the accuracy of data recovery cannot be guaranteed. Fig 3 and Fig
4 presents the performance of some well-known methods. There are two conclusions that
can be drawn from the experiment. First, the observation demonstrates that TT low-rank

completion is helpful and TT decomposition based on total variation works better than TT
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low-rank completion. Second, our proposed method produces better results than the other
algorithms. The performance of our method is superior to ADMM-TV. Since TT ranks is
well-balanced and capture the inner low-rank information efficiently. Compared our method
with the SiLRTC-TT, our method has better performance, since incorporate total variation
into SiLRTC guarantees regional piece-wise smooth structures. PCLR method applies linear
relation-ship and phase constraint to recover the missing data, and in this method, the original
MRI data is reconstructed to the matrix which size is bigger than previous data, but it loses
some structure information to recover the data. The regular low-rank completion performs well
with observed data as the prediction. As the missing ratio improves, our model performs better
than other models as the result shows that the PSNR and SSIM of SiLRTC decline faster
than the proposed method. The proposed model describes the global and relative information
of the MRI data, even with 90% missing ratio, it uses this constraint to recover the data with

satisfactory accuracy.

TABLE 3.2: RSE and PSNR of different methods on MRI data

Method The 6-coil The 15-coil The 24-coil The whole coil
RSE PSNR RSE PSNR RSE PSNR RSE PSNR
SiLRTC-TT 0.192 17.02 0.199 1640 0.197 1595 0.203 16.10
TTC 0.173 19.85 0.175 18.13 0.175 18.80 0.177 19.62
Tmac 0.177 17.71 0.181 16.64 0.179 16.58 0.184 16.49

Tmac-TT 0.169 17.79 0,168 17.63 0.168 17.18 0.169 17.63
TTC-TV 0.146 2241 0.148 2209 0.145 2239 0.147 22.17
ADMM-TV 0.129 23.04 0.130 2253 0.127 2321 0.133 2293
PCLR 0.126 2252 0.128 21.86 0.126 22.09 0.129 21.36
Proposed 0.117 2532 0.121 24.15 0.120 25.08 0.122 24.15

3.4 Conclusion

In this paper, a new solution to the low-rank tensor train combining with total variation model
is proposed. The lower tensor train rank minimization is a guarantee for the global information
regularization and the total variation encourages piece-wise smoothness for regional data
constraint. By using the VDT method, we permuted the MRI images from 3-dimensional
tensor to high-higher-dimensional tensor, and then apply ADMM method to solve the proposed
low-rank model to reconstruct the MRI data. In numerical experiments, the result proves that

our method achieves a better performance than other methods.
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FIGURE 3.4: The left figure is the PSNR of different methods of the 15th coil

and the whole image on different missing ratios. The right figure is the SSIM

of different methods of the 15th coil and whole image on different missing
ratios.
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Chapter 4

Black-box adversarial attack by T-svd

4.1 Preliminaries

4.1.1 Proposed method introduction

In order to improve the query efficiency, we propose a method that changes the objective
of the adversarial perturbation attacks from the original image pixel data to another form
with a smaller amount of data. Preserve the original structure of high-dimensional tensor can
obtain more spatial information from data processing by tensor method. Tensor singular value
decomposition [48] is one of the essential tensor methods and it is utilized to decompose the
image data and it is an important tool to analyze data [49] [50], we can obtain low-rank(high
value) parts and high-rank parts of the image. Some attack methods have been confirmed that
the perturbation is roughly concentrated in the high-rank part and these attack methods can be
easily defended by low-rank assumptions [49] [51]. In the proposed method, the perturbation
is added to both the high-rank part and the low-rank part.

In this paper, we propose a simple and effective black-box attack method. Firstly, the
original image is divided into two orthogonal tensors and one rectangular diagonal tensor by
Tensor Singular Value decomposition(t-SVD). The noise tensor is added into the rectangular
diagonal tensor to construct image perturbation. In order to improve the efficiency of the pro-
posed method, we don’t have to pay too much attention to the optimal direction. Specifically,
we randomly pick the noise tensor from specified sets and then attack the data by adding or
subtracting the direction tensor into the singular value tensor. We utilize the confidence scores

to check if the result is away from the decision boundary.
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4.2 Adversarial attack

When constructing adversarial perturbation in image classification, the purpose is to change
the output of the model predictions by adding imperceptible perturbation to original images.
The perturbation should be restricted and they are imperceptible to humans. Generally, the
same images should be classified into the same label and prediction, but the same images may
have different outputs for machine learning classifiers. In this paper, we define the classifier
model as £, and the image data as X’ with the model correctly predicts y = h(X'), the purpose

of the adversary attack is going to find a perturbed image X’ to change the output:

h(X') = X' subjectto VX' € {§(X, X))} <p “.1)

the 5( X', X”) is the perceptual difference between the original and perturbed images, and it can
be defined by the Lo, Ly and L. Following [52] [53], we choose 6( X, X') = ||X — X||5 as
perceptual difference. For a successful adversarial attack algorithm, the perceptual difference

should be as small as possible to the extent that the perturbed image is imperceptibly different.

4.2.1 Untargeted and targeted attack

There are two different kinds of successful attack conditions. The simple one is the untargeted
attack and it is defined as 1(X”) # v, the objective of this attack is to change the output of
original prediction. Another kind attack is targeted attack and it is represented as h(X') = v/,
y' is an incorrect pre-chosen prediction of the model.

Adding adversarial perturbation to original data to change the output is a discrete opti-
mization problem. Therefore it is necessary to define a surrogate loss £, (-) to measure the

degree between model /1 and output y. The problem can be described as:

ntsin l,(X + ) subjectto |52 < p (4.2)

4.2.2 Attack models

There are two kinds of attack models, they are white-box attacks and black-box attacks. If

attackers are familiar with classifier model /1, back-propagation can be utilized on the target
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model because the model structure and parameter settings are exposed to the attacker. Gradient
descent can be performed on the loss function [, (x’), y represents correct class.

In fact, for most real-world scenarios, attackers do not have information about the target
model, white-box attacks are restricted to be applied. For black-box attacks, the most valid
operation is to input the data to the model and get the corresponding output. The black-box
attack method is much more practical for the adversary. For example, when we choose to
attack Google Cloud Vision, it will cost time and money in each query, therefore in addition
to remaining the perturbed image is imperceptible, minimize the number of queries should

also be considered. The new optimization problem can be represented as:
m}n ly(x+ ) subjectto |0]2 < p,queries < B (4.3)

where B is the maximum of the queries we fix in the algorithm.
Theorem 1 There is a tensor A with size R™*"™*" 3 tensor I3 with size R™*"4>"3 and

a tensor C with same size with tensor 3, and they satisfy the commutative law:

Ax(B+C)=AxB+ AxC 4.4)

Theorem 2 If a tensor A with size R™*™%" then we define the AT by conjugate
transposing each of the frontal slice of .4 and then reversing the order of transposed frontal
slices 2 through n3.

Theorem 3 A tensor A with size R™ *™*"3{g orthogonal, if it satisfies:

ATx A= Ax AT =7 (4.5)

where 7 is identity tensor with size R™*™1*"3 whose first frontal slice is identity matrix and
other frontal slices are zero matrix.

Theorem 4 If A is an orthogonal tensor, the L, norm of A * B can be denoted as:

(A B, AxB) = (B,B) (4.6)

For a color image data X € R"*"2*" "the t-SVD of X" can be represented as:
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X=UxS*VT 4.7)

where U and V are orthogonal tensors with size 17 X ny X ng and np X np X n3. S is the
rectangular diagonal tensor with size 17 X np X nz. Although tensor A" and tensor S have
same size, S is a diagonal tensor and X is a tensor with full data, hence adding perturbation
on tensor X is more efficient. The perturbed image can be formulated as X' = U * (S') x V7T,

and the equation(3) can be rewritten as:

min £,(X,X") subjectto ||6]|2 < p,queries < B (4.8)

Theorem 5 For a X with size R"*™*"3 and the t-SVD of & is decomposed as X =

U xS« VT. The Ly norm of X can be written as:
(X, X) = (S, S) 4.9)

4.3 proposed method

4.3.1 Algorithm

In this section, we are going to introduce our method. There are some original images, and
we define them as &X'. Through a neural network classifier model , the output of label y is
classified with predicted confidence or probability py,(y|X'). The proposed algorithm is to
add perturbation J to change the output i(X + &) # y. Because we are blind to the model F,
the output of each query h(X + ) is valuable and exclusive information for us.

The algorithm is proposed in this section. Firstly, we decompose the original image X by
t-SVD and the diagonal tensor S can be calculated, which is the objective to be attacked. In
our method, we represent the noise tensor as Q and step size as €, and the perturbation can be
written as I/ * «Q * V1. The perturbation will be added to the original image, if the output
probabilities of image p,(y|X + J) is decreasing, we consider the step of attack can be kept
to the data X’ and next attack perturbation can be written as 6 + U * « Q * VT, otherwise we

subtract perturbation. If neither adding nor subtracting perturbation can reduce the probability
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TABLE 4.1: Algorithm

Simple Black-box adversarial attacks by t-SVD
Input: Original image X, query direction Q that
belong to vectors Q, step size. €

X =UxS*VT, 6=0

2: p=py (y|X)

3:if p, = max,p, do

4: fora € (0,€) do

5 p=pnlylx+3+U*aQxVT)
6 if p, < p, then

7: 0=0+aQ
8.

9

1

p=p
: break
0: return ¢

of the result, we consider the step as an invalid attack and the perturbation will be discarded.
The noise tensor @ is randomly picked from the set W.

The candidate diagonal tensor W can be comprised of some different kinds of basis
tensor, they are the standard basis, random orthogonal diagonal basis and some specified
diagonal basis. The first choice for the attack direction is the standard basis Z. Recent
work has discovered that orthogonal noise is more likely to be adversarial [54]. The random
diagonal basis attack is effective, but we found that compared with standard basis and random
orthogonal diagonal basis, adding specific orthogonal diagonal basis noise into W will increase
the efficiency of the attack and natural suitability to images [54]. In this paper, we prescribe
each direction Q; have two characteristics, the one is (Q, Q) = 1 and another is (Q;, Qi) =
0.

4.3.2 Budget considerations

Considering the sets of noise tensor W, we find that the L, norm of perturbation |||, can be
restricted. For each attack iteration, the noise tensor is either added or subtracted to the tensor
S. If neither adding nor subtracting can change the output probability, we discard the picked
noise tensor in this iteration. In this paper, we define « € (0, €) as the step size and after T

iteration, the perturbation can be represented as:

Sr =06 +U xa; Qp x VT (4.10)

the perturbation can also be rewritten as the sum of these each search directions:
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T
or=Ux*Y a;Qrx VT @.11)
t=1

and the L, norm of the adversarial perturbation can be written as:

T T
H‘STH% = (U * ZatQt « VT, U ZﬂétQt *VT>
t=1 t=1

T . (4.12)

=af(U*Y Qx VT, UxY QrxVT)

t=1 t=1

since t-product satisfy the Theorem 1, the right part (, } can be unfolded as:

T T
UY QxVTUxY QrxVT)
t=1 t=1

=UxQx VI +U*x QW+ VT .. .+ (4.13)

Z/[*QT*VT,Z/{*Ql*VT—i—...—I—Z/I*QT*VT>

we assume the formula U/ * Q1 * VT into ay, ... and U * Qr * VT into ar , for any i1,ip €
[0, T], according to the matrix triple product operational rule, the equation can be transformed

into:

(ay,a1) + (ay,ap) + ...+ (a;,a;,) + ...+ (ar,ar) (4.14)
according to theorem 5 and (Q;, Q;) = 0, for any iy # i we have:
(aj,,a;,) =(Ux Qi x VT, U+ Q;, xVT) =0 (4.15)
hence the equation(15) can be rewritten as:

T
1073 = a? Y (U Qi+ VT, U % Qp x VT)
(4.16)
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FIGURE 4.1: The success rate and the number of cost queries compared with

SimBA, SimBA-DCT and our proposed method by untargeted attacks. The

success rate of proposed method increases faster than SimBA and SimBA-
DCT methods.

Since U and V are constant tensors. From equation (15), we can find that € is a vital
parameter to restrict the perturbation. Meanwhile, We found that if the query is restricted, we
can set € higher to reduce the number of iterations, thereby obtaining a higher disturbance
L2-norm. Otherwise, if small-norm solutions are proposed, restrict € will require more queries

in the same L, norm.

4.4 experiment and results

In this section, we are going to demonstrate the efficiency of the method by fooling the
convolutional neural network (CNN) models with three types of performance evaluation: the
cost of queries(B), the L, norm of perturbation(P), and the rate of the optimization problem
to find a feasible point(success rate). Meanwhile, we compare the proposed method with
other black-box algorithms: the QL attack [55], the SimBA and the SimBA-DCT [54]. We
use standard dataset: ImageNet [56]. Firstly, We randomly choose 1000 images from the
ImageNet and then classify them with the correct label. In the experiment, we try to minimize
the probability of the correct label in untargeted attacks and maximize the probability of the

target label in targeted attacks, we limit the maximal T = 10000.

4.4.1 untargeted attack on google Cloud Vision

For the untargeted attack, the purpose is to change the correctly labeled image into the
incorrect label. In this experiment, we test our proposed method by attacking the Google

Cloud Vision API, and Fig 1 shows its efficiency, we also compare our method with SimBA
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and SimBA-DCT. The result shows that our method ultimately achieves a relatively high
success rate and our method increases dramatically faster in success rate than SimBA and

SimBA-DCT.

4.4.2 untargeted and targeted attack on ResNet-50

TABLE 4.2: Untargeted and targeted attack on ResNet-50

Attack Method Avg queries Avg L norm Success rate
Untargeted Targeted Untargeted Targeted Untargeted Targeted
QL-attack 28185 20857 8.54 11.48 85.7% 98.9%
SimBA 1957 7902 4.31 9.48 98.7% 100%
SimBA-DCT 1539 8759 3.89 7.08 97.4% 96.4%
Proposed 1207 5783 4.76 8.76 96.8% 97.8%

Four attack methods are performed on ImageNet by the untargeted and targeted attack,
and we choose three different metrics to evaluate the methods: the number of cost queries
(lower is better), average L2-norm of average perturbation (lower is better), and success
rate(higher is better). The proposed method achieves close to 98% success rate slightly lower
than other methods but requires significantly fewer model queries. In this experiment, we test
the performance of our method by attacking the ResNet-50 network [57] and compare it with
QL-attack, SimBA and SimBA-DCT. Furthermore, untargeted attack and targeted attack are
performed and the number of cost queries, success rate and average L, norm of perturbation
is utilized to evaluate the performance of our method.

Ideally, we ensure that the success rate of each algorithm attack is as high as possible. We
believe that the successful method constructs the perturbation with lower Ly norm and the
lower queries. From Table 2, we can find that our method has significantly lower queries than
other methods. In the untargeted attack experiment, QL-attack only gets 85% but costs 28000
queries. Although compared to SimBA and SimBA-DCT, we do not achieve a higher success
rate, but our method costs fewer queries. In the targeted attack experiment, the test methods

are much more comparable, but our method still requires fewer queries than other methods.

4.4.3 The qualitative comparison of different methods

In this part, we randomly selected several images to verify the qualitative results of different
methods. In this experiment, we choose SimBA and SimBA-DCT for comparison. Figure
2 shows the original images and the attacked images, as well as the L, norm of adversarial

perturbation of each image and the number of cost queries. All methods have successfully
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Table lamp Street lamp Street lamp Street lamp
P=2.58,B=879 P=2.21,B=421 P=2.37,B=294

Maine coon Finnish cat Finnish cat Ragdoll
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Container ship Lifeboat Lifeboat Lifeboat

P=2.48,B=582 P=2.19,B=237 P=2.25,B=205
Jaguar Jaguar Cheetah

v

P=5.47,B=1859 P=4.05B=1315 P=4.69,B=910

FIGURE 4.2: The first row of the figure is original image, the other rows are

the result attacked by SimBA, SimBA-DCT, and the proposed method. P

means the Ly norm of adversarial perturbation and B means the cost number of

queries. Comparing SimBA and SimBA-DCT, our method cannot guarantee

the lowest L, norm of perturbation, but the number of queries is significantly
less than the other two methods.

attacked the original image. Although our method cannot always achieve the smallest L2

norm, the number of queries consumed by our method is significantly less than other methods.

4.4.4 Evaluating different networks

In order to verify that our proposed method is also effective for other convolutional neural
networks models, we choose DenseNet-121 [58] as our objective model for the untargeted
attack. The result shows the success rate and the number of model queries with DenseNet-121
and ResNet-50 models. From Fig 3, we find that whether DenseNet-121 or ResNet-50 model
are both vulnerable to our attack method, and DenseNet-121 model is trended to be fooled
easier. From the experimental results, our method successfully attacks different CNN models

with high probability.

4.5 Conclusion

In this paper, We are the first to utilize the tensor method to construct adversarial perturbations.
A simple and effective black-box algorithm is proposed. We use tensor singular value
decomposition to process the image and add specific perturbation into the singular value tensor

to create perturbation. Our attack method is not only effective for different CNN models, but
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FIGURE 4.3: The success rate and the number of queries through ResNet-50

and DenseNet-121 models for untargeted attacks. Our method can fool both

ResNet-50 and DenseNet-121 successfully within 10000 queries with high

probability. Compared with ResNet-50 model, DenseNet is more vulnerable
against untargeted attacks.

also more efficient than other methods (our method has a higher success rate in the first 1000

queries).

4.6 APPENDIX

4.6.1 PROOF OF THEOREM 1

For tensor A with size A € R™>™*" 3 tensor B with size B € R™*"™*"3_and a tensor C

with same size with tensor B, the t-product of A and B + C can be written as:

AxB+AxC
= Fold(Circ(A) x Vece(B)) + Fold(Circ(.A) x Vee(C)) (4.17)

= Fold(Circ(.A) x Vee(B) + Circ(A) x Vee(C))
Since the matrix standard multiplication satisfy the commutative law and it can be rewritten:
Fold(Circ(.A) x (Vee(B) + Vee(C)))

= Fold(Circ(A) x (Vee(B+C))) (4.18)
=Ax(B+C)
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4.6.2 PROOF OF THEOREM 4

For a tensor A and its L, norm is described as:

(A, A) = ||AlJ} = trace((A* AT)(..1))
= trace(<AT * 'A)(:,:,l))

(4.19)

where (AT % A),..1) is the frontal slice of A" * A and (A * AT) ..y is the frontal slice of

A x AT If A is an orthogonal tensor, the L, norm of A * I3 can be denoted as:

(Ax B, AxB) = trace((A+ B)T % (A B))
= trace(B x AT x A+ B) (4.20)

4.6.3 PROOF OF THEOREM 5

For a X with size R *"2*"3 and it can be decomposed as X = U * S * VT. The L, norm

of X can be written as:

(X,X)=WUxS*VT,U*S*VT)
= trace([(U = (S« V)T« (U (S VT))](..1))
= (SxVT,8xV7) (4.21)
= trace([(S*VT) « (S= V)], 1))
=(S,S)
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Chapter 5

Conclusion and Future Work

5.1 Conclusion

In this thesis, we try to improve the efficiency of algorithm in image processing. We applied
tensor method to data completion and adversarial attack technology. The contributions in the
thesis prove that keep the original data in high-dimensional form and process these data by
tensor method will increase the efficiency of data processing. The main conclusion of the

thesis are summarized as follows:

* TT-TV model for data completion (Chapter 2): In this research, we present a new
method to minimize TT rank with total variation model. In our method, we introduce
nuclear norm regularization on TT rank which is the most effective surrogate for rank
optimization for the global data structure. Meanwhile, we choose anisotropic TV as
another regularization term, as anisotropic TV performs well in our model according to
experimental results. In contrast with imposing the alternating linear scheme, nuclear
norm regularization on TT-ranks is introduced in our method as it is an effective
surrogate for rank optimization and our solution does not need to initialize and update
tensor cores. VDT is introduced in this paper to reshape the MRI data to enhance the
performance of the proposed algorithm. Based on the proposed optimization method,
we divide the optimization problem into a series of sub-problems and then solve each
problem. The results show that our method takes advantages in relative standard error
(RSE), peak signal-to-noise ratio (PSNR), and structural similarity index (SSIM). It
also concludes that our method achieves better accuracy compared with other methods

based on the low-rank constraint

* Black-box adversarial attack(Chapter 3): 1. In this research, we first try the tensor
method in adversarial attack technology. The attacked image is processed by tensor

singular value decomposition, and we add the noise tensor in singular value diagonal



36 Chapter 5. Conclusion and Future Work

tensor to create perturbation instead of changing the pixel of original image with the
same size. We also impose restrictions on noise tensor to generate less Ly norm of
the image. We design a simple and fast algorithm to attack the targeted ML model by
adding perturbation to images effectively. The noise tensor is randomly picked from pre-
specified sets and then add or subtract it to the pre-acquired diagonal tensor. We show
that without adding the perturbation to the original image, our method achieves better
query efficiency compared with the state-of-the-art method. We also attack different

CNN models to demonstrate the robustness of our method.

5.2 Future work

Though we have proposed several algorithms based on tensor method in the ML field, there

are still remained problems to be explored in the future:

* We are going to combined other tensor model rank minimization such as tensor ring

rank with total variation.

* We are going to design another kind of experiments to illustrate the performance
of different methods and we try to complete another kind of data to estimate the

performance of our proposed method.

* In the experiment, we found that attacks on different positions of the singular value
tensor, the perturbation had different characteristics. In the next research, we will

conduct research on this characteristic to improve the efficiency of the algorithm.
* We are going to try to design a defense technology to improve the robust of ML model.

* As we discussed in chapter 4, € is a vital parameter to balance the query and Ly norm
of perturbation. In the next research, we will try if it is possible to find the optimal

parameter.
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